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Are There Pirates in My Safe Harbor?

By Toby Butterfield and Alexis Mueller

The Northern District of California recently granted sum-
mary judgment to an internet service provider (“ISP”) whose
website permits uploading of user generated content, on the
grounds that the ISP had established it was entitled to Safe Har-
bor protection from liability under §512 of the DMCA. Io
Group, Inc. v. Veoh Networks, Inc., No. C06-03926 (N.D. Cal.
Aug. 27, 2008) (Lloyd, J.).

The decision is a useful chart for those navigating the
digital high seas, and describes what instruments are needed to
guide ships of on-line commerce into the DMCA’s Safe Har-

bor.

Factual Background

The underlying dispute is a copyright claim by Io Group,
Inc. (“Io”), a publisher of adult entertainment, against Veoh
Networks, Inc. (“Veoh”), the operator of an online video distri-
bution website which provides a means of uploading, sharing
and viewing of video clips of varying length. Veoh offers both
user-created and user-submitted content, as well as commer-
cially produced videos licensed from sources such as Turner,
CBS, US Magazine and Road & Track Magazine.

On cross-motions for summary judgment, the court decided
that the safe harbor provision of the Digital Millennium Copy-
right Act (“DMCA”), 17 U.S.C. § 512(c), protected Veoh from
copyright liability for the infringing activity of its users,
namely, the unauthorized uploading of ten of Io’s adult video
properties.

Qualifying for the DMCA Safe Harbor

To qualify for the safe harbor under § 512(c), an entity must
satisfy certain threshold requirements. First, an entity must be a
service provider, which is defined as a “provider of online ser-
vices or network access, or the operator of facilities therefor.”
17 U.S.C. § 512(k)(1)(B). There was no dispute that Veoh met
that definition. Slip Op. at 12-13.

However, to qualify, the service provider must also adopt
and reasonably implement, and inform its users of a policy that
provides for the removal of infringing materials and the termi-

nation of repeat infringers, as appropriate. 17 U.S.C. § 512(i)(1)

(A). Finally, a service provider must accommodate and not in-
terfere with “standard technical measures” used by copyright
owners to identify or protect their copyright works. 17 U.S.C. §
512@1)(1)(B). The DMCA defines “standard technical meas-
ures” broadly. 17 U.S.C. § 512(1)(2)(A)-(C).

Io contended that Veoh did not implement its repeat in-
fringer policy reasonably. The court found otherwise, because
Veoh had: (a) designated a copyright agent; (b) responded to
infringement notices with days; (c) terminated accounts of re-
peat offenders after one warning and banned the user’s email
address; and (d) adopted a means for generating a digital finger-
print for each video file to facilitate with identifying and re-
moving infringing materials and preventing identical files from
being uploaded at a later time. Slip Op. at 13-14.

Io also contended that Veoh unreasonably did not prevent
repeat infringers from reappearing on Veoh’s site under a dif-
ferent user name with a different email address. The court
found otherwise, citing the Ninth Circuit’s recent Perfect 10 v.
CCBill decision that “a service provider need not affirmatively
police its users for evidence of repeat infringement.” Slip Op. at
14:17-27. To presented no evidence that any repeat infringer
had, in fact, established a new account under a pseudonym,
much less that Veoh’s intentionally allowed this to happen. Id.
15:13-14.

Finally, Io also argued that Veoh should have tracked users’
identities by IP address. Unpersuaded, the court reiterated that
“section 512(i) does not require service providers to track users
in a particular way.” Id. 16:6-7. Veoh thus qualified for the
DMCA safe harbor.

Entering the DMCA Safe Harbor

DMCA § 512(c) limits a qualifying service provider’s li-
ability “for infringement of copyright by reason of the storage
at the direction of a user of material that resides on a system or
network controlled or operated by or for the service provider.”
17 U.S.C. § 512(c). However, a qualifying service provider
only enters the safe harbor if it designates an agent to receive
notices of alleged copyright violations; lacks the requisite
knowledge; does not receive a financial benefit from activity it
controls; and swiftly removes infringing content. 17 U.S.C. §
512(c)(1)(A)-(C).

(Continued on page 35)
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Io contended that Veoh had not entered the safe harbor be-
cause: (a) the infringing materials were not stored on Veoh’s
system ““at the direction of a user”; (b) Veoh was aware of ap-
parent infringement; and (c) Veoh had the right and ability to
control the infringing activities and derived a direct financial
benefit from such activities.

First, Io contended that the files were not created at the di-
rection of Veoh’s users, because Veoh automatically converted
any compatible video files uploaded by its users into the Flash
format and still image thumbnails. The court disagreed, holding
that Veoh did not lose safe harbor protection by automatically
processing of user-submitted content, citing the Second Cir-
cuit’s recent Cartoon Network v. CSC decision about who
“does” any copying with a complex computer system. Slip Op.
at 19:19-20 and 20:15-17. See The Cartoon Network LP v. CSC
Holdings, Inc., No. 07-1480-cv and 07-1511-cv (2d Cir., Aug.
4, 2008).

Second, To argued that Veoh was aware of apparent infring-
ing activity (even though Io did not send Veoh a notice and
take-down letter before suing) because of the following “red
flags”: (a) Veoh had constructive notice of Io’s copyright regis-
trations; (b) the works in question were apparently profession-
ally created; (c) one of the works contained Io’s trademark; and
(d) the material did not include the label required of adult video
content under 18 U.S.C. § 2257(f)(4).

The court was unconvinced, because: (a) none of the alleg-
edly infringing clips included Io’s copyright notice; (b) Io’s
trademark only appeared several minutes into one clip and no
evidence was presented as to Veoh’s awareness and willful
ignorance of the Io’s trademark; (c) there is little to no real
world distinction between “professional” and amateur video
productions; and (d) the matter before the court did not concern
whether there was a violation of 18 U.S.C. § 2257(f)(4).

The court concluded Veoh was not aware of apparently in-
fringing activity and stated that “even assuming Veoh’s suffi-
cient knowledge or awareness of the allegedly infringing activ-
ity in question, Veoh would not lose safe harbor protection”
because it acted expeditiously to remove and disable access to
infringing material upon receiving notice thereof. Slip Op. at
23:2-4, 23:22-5.

Third, Io contended that Veoh had the “right and ability to
control” the infringing activity because it selectively enforced
policies that prohibit users from engaging in various types of

conduct on its website. However, the court concluded that the

issue is “not whether Veoh has the right and ability to control
its system, but rather whether it has the right and ability to con-
trol the infringing activity,” Slip Op. at 24:26-25:1 (emphasis
added), and went on to explain that “to escape imposition of
vicarious liability, the reserved right to police must be exercised
to its fullest extent.” Id. at 26:20-21 (citing A&M Records, inc.
v. Napster, Inc., 239 F.3d 1004, 1023 (9th Cir. 2001) (internal
citations omitted)). The court concluded that there was no indi-
cation that Veoh failed to police its system “to the fullest extent
permitted by its architecture” and that it took steps to reduce,
not foster, the incidence of copyright infringement on its web-
site. Id. at 29:3-4, 29:15-16.

Finally, Io contended that Veoh should have verified the
source of all incoming videos by obtaining the identities and
addresses of the submitter and producer and the submitter’s
authority to upload each file, by hiring more employees or by
limiting its website to a smaller number of users and/or files, if
necessary. The court disagreed, stating that “the DMCA was
intended to facilitate the growth of electronic commerce, not
squelch it,” and that “Veoh qualifies for safe harbor.” Slip Op.
at 30:17-19.

Analysis

Much has been written and spoken about how the § 512 safe
harbor depends on an ISP using “Standard Technical Meas-
ures,” a term only generally defined by the Act, and which by
definition varies over time. This case is therefore another use-
ful ruling on what measures are now “standard.” Eliminating
repeat offenders is required, but ISPs need not screen for the
Internet Protocol address used by alleged repeat offenders.
Identifying repeat infringers who use an identical e-mail ad-
dress is sufficient. This ruling sets a low bar for eliminating
repeat offenders, as Hotmail, Yahoo and Gmail all provide mul-
tiple free e-mail addresses.

Second, this decision creates an echo of the Second Cir-
cuit’s recent decision in Cartoon Network v. CSC, supra., in
which the Second Circuit ruled on whether the owner and op-
erator of a complex computerized system for downloading tele-
vision programs was a direct infringer when its users selected
which files to be copied, stored and later played back. The Sec-
ond Circuit concluded that only the end user was engaging in a
volitional act of copying, not the owner and operator of the ser-
vice. Likewise in this decision, the Northern District of Cali-

(Continued on page 36)
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fornia has concluded that an ISP “is not precluded from Safe
Harbor under § 512(c) by virtue of its automated processing of
user-submitted content.” Slip. Op. at 19:19-20. The lesson for
ISPs is to rely on the computers to do the copying, and not to
“actively participate or supervise the uploading of files.” Id. at
20:8. The Veoh Court even cited Veoh’s lack of supervision in

(S.D.N.Y., July 14, 2008), in which the district court deferred to
eBay’s decisions about what measures were necessary to pre-
vent infringing material appearing on its website. Like the
Veoh decision under the DMCA, the Tiffany Court subjected
eBay only to an overall general review of the reasonableness of
its measures. Although the Tiffany Court was considering

trademark liability, not copyright issues or the DMCA, its over-

concluding that Veoh en-

joyed safe harbor protec-

Finally, the Veoh Court
considered the reasonable-

ness of Veoh’s actions to

The lesson for ISPs is to rely on the

tion. computers to do the copying, and not to

“actively participate or supervise the
uploading of files.”

all approach is some-
what similar.
little

analysis has been given,

However,

either in this case or in

others in this area, to the

remove or disable access to

infringing material, and its right and ability to control infringing
activity in light of the numerous Ninth Circuit decisions in this
area in recent years. The Veoh Court distinguished Napster as
an example of a system created with the sole purpose of provid-
ing for “a forum for easy copyright infringement,” and con-
cluded that “there is no indication that Veoh has failed to police
its system to the fullest extent permitted by its architecture.”
Slip. Op. at 29:3.

Io’s suggestions that Veoh could have improved or changed
its business operations to prevent infringing activity did not
create a genuine issue of material fact, as “the DMCA does not
require service providers to deal with infringers in a particular
way.” Id. at 30:8.

In its overall analysis, the Veoh decision bears some simi-
larities to Tiffany (NJ) Inc. vs. eBay, Inc., 04 Civ. 4607 (RJS)

incentives the law seems
to be creating. The law seems to favor safe harbors for ISPs
who have designed a system architecture which fails to prevent
infringements so long as an ISP is using its system to the full
extent possible. Courts are reluctant to analyze whether the
ISP’s system overall is deficient. Perhaps court-appointed ex-
perts, such as the expert appointed by the District Court in Car-
toon Network v. CSC, should provide courts with impartial
technical advice, to help them understand the state of the tech-

nology in the fast-moving internet technology market.

Toby Butterfield and Alexis Mueller are with Cowan DeBaets
Abrahams & Sheppard LLP in New York. lo Group is repre-
sented by Gill Sperlein, San Francisco. Veoh is represented by
Michael Elkin, Jennifer A. Golinveaux, and Matthew Alex
Scherb of Winston & Strawn LLP, San Francisco.
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